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The security of voter rolls has come under increased scrutiny 
due to irregularities in the 2016 and 2018 elections. From 
the voter registration database infiltration in Chicago, to 
sensational accounts of “voter files” being sold on the darknet, 

to Cambridge Analytica’s data-powered profiling—these high profile 
stories have increased fear, uncertainty, and doubt in the integrity of our 
elections.

There are 56 voting systems in the United States, (The 50 states, 
the District of Columbia, American Samoa, Guam, Northern 
Mariana Islands, Puerto Rico, and the U.S. Virgin Islands), with no 
consistent set of security practices or technology. Compounding 
the problem, jurisdictions vary in size and in the resources 
available to train staff in security best practices. Can we expect a 
part-time election official to be a cybersecurity expert while also 
juggling their regular state duties?

Within the election space, there are independent nonpartisan 
groups building technology to increase security and 
trustworthiness in the system. ERIC (Election Registration 
Information Center) is one organization that builds secure, 
privacy-preserving technology that helps jurisdictions update 
and identify duplicate voter registrations across their 26 
subscribed voting systems. Investment in this kind of broad infrastructure 
helps election officials better manage their state voter rolls while 
simultaneously increasing election confidence.

This research set out to understand the current state of voter rolls and 
the data that is collected, updated, stored, and accessed by various 
government entities.
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RESEARCH OBJECTIVE 
How is voter-registration 
data stored and accessed?

OUT OF SCOPE
• Security of voting machines. 

• Identity proofing of voters. 
Who is authorized to vote? 
Determining and enforcing 
criteria of voter eligibility 
are prerogatives of each 
state. The data integrity of 
these diverse implementa-
tions was not considered 
in this research.
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The data and the process
This report used a variety of traditional and foresight methods, including 
background research, interviewing subject matter experts using a 
foresight protocol, and research on companies and trends in the 
marketplace. 

SECURING VOTER DATA SYSTEMS: INTRODUCTION

Research Process



What is the current state of voter registration systems? 
Many jurisdictions face interoperability challenges and 
increased public scrutiny.

One of the key challenges faced by voter-registration system 
administrators is the inability to implement cutting edge strategies and 
technologies because of financial constraints. In addition, the current 
climate of scrutiny often brings negative attention to any action or 
change. Another challenge is the friction between election and security 
professionals, with each group coming to the problem with inadequate 
experience of the other side’s expertise. Security professionals all too 
often don’t understand election professional’s concerns and vice versa. 

We need to take a system view and change our thinking from putting 
band-aids on the specific local systems to building resilience into system 
security as a whole. Building shared technology that solves our problems 
is not just feasible, it is economical at scale. To do this, we need to work 
together—jurisdiction with jurisdiction, security professional with election 
professional—to ensure all US citizens can vote with equal access to and 
trust in the process.

Current State Stategic Activity Short-term  
Recommendation

Many Jurisdictions Leverage Lean in/Invest

Interoperability Leverage Lean in/Invest

Part-Time Administrators Decrease part-time staff / 
Increase full-time staff

Increase trained staff

Increased Public Scrutiny Defuse sensationalism, 
rethink public relations 
priorities

Mitigate bad framing and 
messaging

Voter Files and Privacy No change Education

Public Trust Increase Education, Public Relations

Financial support Increase to address security Build, Fund, & Use shared 
infrastructure

Current State
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Many Jurisdictions
There are 235 million eligible voters in 56 distinct voter systems in the 
United States and its territories. These 56 distinct voter systems are 
made up of local jurisdictions that must cooperate and interoperate. 
Each jurisdiction individually implements its own technology for voter-
registration systems. Prior to the 2002, Help America Vote Act (HAVA) bill, 
some states didn’t have statewide voter registration databases; instead, 
they stored registration information at the county or precinct level. In the 
years since passage of HAVA, voter registration technology has been 
implemented inconsistently, with some states leading the way, while 
others lag behind.

Interoperability Challenges
The security used in these jurisdictions is not consistent, which is a 
double-edged sword. It would be extremely difficult and costly to target all 
the jurisdictions because no single vulnerability would be found in even a 
simple majority of their systems. On the other hand, a lack of compatible 
technology makes interoperability a challenge, especially when trying to 
coordinate data across multiple government systems. 

Election Administration is Part-Time
The responsibility of guaranteeing enforcement and integrity falls to the 
individual Secretaries of State. Election professionals at state and local levels 
fill multiple roles, and each role requires specialized knowledge. Most voting 
systems do not have the luxury of hiring a full-time election expert year round. 

Smaller jurisdictions have limited IT staff and security training resources. In 
addition, the local labor force generally has little training in cybersecurity, 
with the result that not every jurisdiction uses best practices for securing 
voter data. Many part-time election officials are selling fishing licenses or 
dealing with highway systems the rest of the year. These are ideal “spear-
phishing” targets.

SECURING VOTER DATA SYSTEMS: CURRENT STATE
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Increased Public Scrutiny
Increased press attention around issues of election data security has 
weakened the public’s trust in the electoral system. Our interview subjects 
expressed a deep frustration with misleading media narratives around 
recounts, data security, and voter fraud. There are real vulnerabilities, but 
media accounts mostly focus on hypothetical or improbable vulnerabilities 
that elicit a stronger response from their audiences. 

Voter Files and Privacy
One of the sensational stories the media picked up was the case of 
Texas “personal voter data” sold on the darkweb. This was simply a 
voter file with data that has historically been available to campaigns and 
researchers from the election office of each state. But the public didn’t 
know that. This illustrates a broader cultural problem—the public doesn’t 
know what kinds of data are open. There needs to be better education 
about public data. 

Public Trust
Public perception of the electoral process is an attack surface because 
voter turnout can be influenced by mass psychology. The voting public 
can be swayed by sensational media accounts, that stoke anxieties and 
nourish conspiracy theories in ways that can alter election outcomes.

Even private-sector vendors can contribute to negative media perception. 
McAfee leadership publicized details about the information security 
shortcomings of specific states in widely circulated press materials 
promoting their new product offerings just months before the 2018 
election. This example illustrates irresponsible manipulation of media for 
the benefit of a company’s product, at a time when public attention would 
be high and government response time would be effectively inadequate.

SECURING VOTER DATA SYSTEMS: CURRENT STATE
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Election Financial Support
With the 2002 HAVA, Congress committed $3.8 billion for these 56 
jurisdictions to strengthen and modernize their election systems. The 
last $395 million was re-appropriated in 2017, with many states matching 
federal funding. While that sounds like a lot of money, once it is parceled 
out to individual precincts, it’s not enough to make a significant impact.

States do not have the ability to fund the transformation of their local 
elections offices into critical infrastructure operators. Many states do 
not adequately fund their state-level elections offices, which manage 
centralized voter registration databases. Until there is a clear path, 
including technological, operational, and fiscal initiatives, that imagines a 
high-security elections operation, it’s very difficult to appropriate funding.

Hurdles for Change
Any process or budgetary changes to voting systems must come from 
state legislatures or the U.S. Congress. This creates a catch-22 whereby 
newly elected officials are unlikely to challenge the validity of the very 
system that got them elected.  There are also some struggles within states 
on how to allocate their share of that $3.8 billion.

 

DATA CULTURE SHIFT 
The Belfer Center “Playbook” for elections (2016) and the Brennan Center 
Report (2017) focused on foreign interference. The goal of both documents is 
to educate election administrators about data integrity not just as a technical 
problem to be solved by IT staff, but as a culture shift to be embraced by the 
entire voting system.
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Current Solutions Have Positive Impact
While there are many opportunities for improvement, there are several 
areas that already increase security. The Albert Network Monitoring 
system, jointly operated by DHS (Department of Homeland Security) and 
the CIS (Center for Internet Security), has monitored the central voter 
registration database servers since 2016.  It now monitors over 90% of 
the U.S. populations’ voting systems for significant volumes or suspicious 
geographical origins of online voter-registration traffic to voter-registration 
systems and voter-registration database servers.

Post-election audits are being incorporated into almost all 56 voting 
systems. This comes after almost two decades of a nationwide push, 
formalized by 2002’s HAVA recommendations and coordinated primarily by 
non-profit agents, to make confirmation-audits part of the regular elections 
procedure. The same agents have pushed to replace conventional fixed-
percentage-audits with statistically complex Risk Limiting Audits (RLAs) 
which are more time-efficient and can detect more types of irregularity. The 
main impediment to RLA’s effectiveness is that states need to implement 
next-generation, properly auditable voting machines, and train election staff 
to ensure proper handling of the paper audit trail.

Proactive states have redesigned, secured, and modernized their data 
systems, incorporating new technologies and working with penetration 
testers to test their networks. The current best practices for modern 
post-election audits are worth including on a checklist of functional 
requirements for auditable and resilient data systems, since they are 
relatively cheap to implement and offer potentially big consequences for 
public trust.

Almost half of the nation’s voter registration systems are on track for 
interoperability and following data best practices by 2020. While this is 
positive news, it means that the other states and territories have deferred 
spending that would improve the broader voter data system until voting 
machine reforms are fully implemented.
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Terminology
Online Voter Registration System (OVRS): The system that creates or 

updates voter registrations for individual voters. It does not include the 

storage or processing of lists of voters after registration, or the business 

logic confirming their eligibility by checking against other data stores.

Voter Files: A database of all voters in the state and their voting histories. 

This may include historical data such as people no longer registered 

because they have moved. Address of protected individuals (abuse 

victims, politicians, etc.) is removed and PII should be redacted. Data 

brokers offer supplemental data to enrich the data sets with  

non-voting data sources like income, credit score, church membership, 

etc. Campaigns use these voter files to hone their political strategy, build 

targeted mailers, call trees, and otherwise run their campaigns. Cambridge 

Analytica sold services on this model with psychological data added to 

assist in targeted social media and direct-communication campaigns.

Voter List: A statewide list, usually a database, of voter registrations for a 

given election and their relevant precinct and/or eligible polling places.

Voter Registration Database: A database that stores information about 

voter registration in a given SA’s jurisdiction. It can include the database 

transaction history of all record requests (accepted or rejected) for 

auditability. In other cases, it may be a “flat” database that stores the 

current state and does not store previous values or allow rollbacks and 

audits.

Voter Registration Management System (VRMS): Data structure-neutral 

term for the data store that houses all voter registration data.

Voter Roll:  A subset of a voter list containing only the eligible voters for a 

given voting precinct.
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STATE VOTER ROLL MANAGEMENT SYSTEMS

Voter Data Registration System
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The election data system refers to the voting records, voter 
registrations, voting eligibility, votes, tallies, and audit trails 
of individual voters and as tallied in local, state, and federal 
elections. This describes the flow of voter data from voter 
registration into the Voter Registration Management System 
(VRMS) to poll book or absentee ballot. 

STEP 1: Register to Vote
A voter initiates a new voter record or an update to their record. This 
request ends up as a digital entry in the Online Voter Registration system 
(OVR). 

1A) A paper request is mailed to the local elections office. The data from 
the paper is manually entered into the voter-registration database.

1B) A digital registration request is made to the voter-registration system 
from a website by the individual voter.

1C) A digital request is made to the voter-registration system by a state’s 
motor vehicle agency on behalf of an individual voter. The New Voter 
Registration Act (NVRA) asks individuals if they want to register to vote 
when they interact with the state’s motor vehicle agency. The agency’s IT 
system shares the voter-registration request to the state voter-registration 
system.

1D) A person is registered to vote by a 3rd party in a physical location (e.g. 
via clipboards outside of grocery stores). These voter-registration forms 
are manually entered into the OVR via these authorized 3rd parties.

1E) Some states auto-reregister people unless they have reason to 
believe they’ve moved.

STEP 2: Registration Queue
The list of voter-record requests is moved from the Online Voter 
Registration (OVR) gateway to a pending voter-registration queue in the 
Voter Roll Management System (VRMS). These voter records go through a 
series of confirmations before being added to the VRMS.

SECURING VOTER DATA SYSTEMS: VOTER DATA REGISTRATION SYSTEM
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STEP 3: Incoming Request Queue
The requests join a queue for an administrator to process.

STEP 4: Business Logic 

Business logic is applied to the incoming requests in order to update  
an existing voter-data record, create a new voter record, or reject the 
voter-data request.

4A) Voter disqualification: A list-matching exercise with the current voter 
list of state-level incarcerated felons, the master death list, and any other 
lists of voter disqualification.

4B) A decision is made to commit, change, or reject the voter registration 
request. 

4C) After the decision in 4B, the voter is notified by mail. It is best practice 
to send notifications both the new and previous address if it is a change 
of address, although not all states do this.

STEP 5: Finalize Voter List
The voter list is finalized after the voter registration deadline once any 
final add/change requests are processed.

STEP 6: Voter Registration Check 
The registered voter or an authorized 3rd party can check the registration 
status. NOTE: Steps 6 & 6B aren’t sequential in all states. In some states, 
you can only check voter registration before or after the registration 
deadline, while in others you can check your voter registration status at 
any time.

6) Voter checks registration online.

6B) A 3rd party requests the voter registration List.

STEP 7: Clean Voter List Database (ERIC Member States)
The voter list is sent to ERIC to be checked. The states respond to any 
ERIC flags.	

SECURING VOTER DATA SYSTEMS: VOTER DATA REGISTRATION SYSTEM
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7A) An ERIC member state sends an encrypted version of their voter-
registration database from their VRMS. This list is checked against other 
states’ lists, master death records, and other encrypted datasets without 
sharing any voter PII. ERIC returns flagged records that need to be 
checked by the states.	

7B) State administrators process the flagged records returned from ERIC.

STEP 8: Final State Voter List
The final statewide voter list is created.

STEP 9: State Voter List is split into District and Precinct  
Voter Rolls
The voter list is split into district and precinct rolls in both paper and 
electronic form. These rolls are distributed to the polling places. 	

9A) Paper Poll books are increasingly distributed in final printed form, 
rather than being sent to the precinct electronically and printed there.

9B) Data is loaded onto electronic poll books (normally a commercial 
laptop or tablet) at the state level and physically distributed to the local 
precincts. They are powered off until election day and by design are not 
connected to the internet.

STEP 10: Absentee Ballots Sent
Absentee ballots are sent to those who request them. These voters are 
listed in the poll books as absentee voters to prevent them from voting 
twice.

Voter Files
Voter files are a combination of the voter list and election history. At 
the end of each election, new election data is appended to the voter 
files. These updated files are then available to campaigns at the 
beginning of the next election cycle.

SECURING VOTER DATA SYSTEMS: VOTER DATA REGISTRATION SYSTEM



Voter Data Vulnerabilites

What are the mechanisms by which voter data could 
be intercepted or manipulated? This section covers 
vulnerabilities and attack surfaces to be considered.  
In some cases, we reference the relevant step from the 
Voter Data diagram on page 11.

Social Attack Surfaces Attack Vector Vulnerability

Election Confidence Public Perception Sensationalist media attention 
disenfranchises voters who believe the 
system is rigged

Political Profiling Targeted Messaging 
Disenfranchisement

Public voter data combined with 3rd 
party data brokers to create profiles 
which are for targeted messaging  
(e.g. Cambridge Analytica)

PII Theft Voter Rolls Unencrypted sensitive data, detailed 
voter history

Election Usability Election System Poor usability

Technical Attack Surfaces Attack Vector Vulnerability

System: Taking down the system or 
holding it hostage

DDoS Malware Poorly maintained IT systems

Access Control: Keeping the bad guys 
out of the system

Spear-phishing Poor password security 
Credential re-use

Zombie Voters Public Perception Confirm voter authentication

Data Security: Keeping the data secure Database access 
Malware via USB

Security of data at rest  
Security of data when transfered 
ePollbooks

Data Manipulation: Changing information 
in the database or revealing you have 
database write access

Database access Poor account management 
Poor password security

15SECURING VOTER DATA SYSTEMS: VOTER DATA VULNERABILITIES



16

Technical Attack Surfaces
Malware & system updates: State election systems use commodity 
hardware, and our interview subjects mentioned cases of election 
systems running on computers that received less attention to routine 
security maintenance (e.g. antivirus and system updates) than elsewhere 
in state government. This makes election system hardware vulnerable to 
malware and computer viruses. 

Conventional DoS & DDoS tactics: Any server 
connected to the internet is susceptible to being 
overloaded by traffic, OVR front-ends need to be 
protected just like any other public-facing website, 
with redundancy, uptime-insurance, systems and 
traffic monitoring. The Albert system offers defense 
along these lines; however, a substantial number of 
states have no significant monitoring beyond the 
Albert system, as reported in September of 2018 by 
the CEIR.

Access control: Online OVR systems create a 
feasible attack surface (step 1B or 1D). Spear phishing 
(phishing activities targeted at the credentials of 
specific, authorized users) can be used to target election administrator 
credentials and thus gain database access. A high number of authorized 
users (which might include undertrained or volunteer staff), and credential 
reuse (common after personnel changes) makes the phishing of admin-
level credentials a serious concern (steps 4-8). A malicious actor could 
acquire the credentials for an authorized user of the OVR and use them to 
access, change, or exfiltrate voter registration information.

The “Delaware model,” is named after the 
state of Delaware which consolidated the 
data operations and data centers of their 
agencies that treat sensitive or personal 
data to a separate state branch to which 
the rest of the government contracts 
out its systems. This economy of scale 
makes the costs of securing election 
data negligible. In this model, the data is 
simpler to secure and transfer to other 
state entities because they are part of an 
internally shared data center with pooled 
maintenance and security costs.

SECURING VOTER DATA SYSTEMS: VOTER DATA VULNERABILITIES
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“Zombie” voters: In the case of voting, a “zombie” registration 
corresponds to a present or past valid voter whose registration is utilized 
by a bad actor to vote on his or her behalf, whether electronically, by 
mail, or even in person. Depending on the voting system, the legitimate 
voter might still vote without the false vote being counted or detected; 
deployed at scale, this might only “hijack” the votes of people who do not 
make it to the polls. These registrations could conceivably be identified, 
but the most feasible way to gather an army of zombies would be by 
intercepting data or buying the necessary data from other bad actors. 

Data security at rest (steps 0-8): Stores of personally identifiable 
information should be stored securely using industry standards of 
encryption and data redundancy. California and New York state have 
bills similar to GDPR moving through their state legislatures which would 
increase their voting systems’ data liability.

Data security in transit: There are points at which full or partial voter lists 
are transmitted between parts of the state or election system. All of these 
transit points must be separately secured to prevent live voter-list data 
from being intercepted. 

In auto-renew states, renewals of registrations from prior elections and 
pre-registrations of people coming of age occur at the beginning of the 
election cycle. This is the initial state of the election’s voter lists before 
new registrations open.

The “motor voter” law, which allows the branches of state government that 
handle motor vehicle registration to automate registration from their own 
authenticated processes (step 1D), results in individual or batch transits 
of registration data. Similarly, OVR systems may transmit registrations 
individually or in batches to the queue  for processing (step 2). 

The following data transits present less serious attack surfaces in the 
voting systems currently leading by example, whose practices we can 
presume will trickle down soon to the rest of the nation. 

Every 60 days, each ERIC member state’s voter list is checked against 
the ERIC national database. These are submitted as a one-way hash 

SECURING VOTER DATA SYSTEMS: VOTER DATA VULNERABILITIES
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according to strictly-observed interoperable formatting standards (step 7). 
The risk of these hashes being decrypted is negligible.

After being broken into distinct voter rolls, poll books are sent out in 
physical form as printed poll books and as Internet-disconnected e-poll 
books. There are a few exceptions in which soft-copy poll books are 
sent to jurisdictions to be printed or installed onto tablets on-site, but we 
can assume these vestigial practices, long depreciated by guidelines 
and oversight, will be phased out soon as voting systems and poll book 
systems are upgraded (step 9).

Data security and e-Poll Books (9): e-poll books use a variety of 
hardware and software solutions. Voter rolls are loaded onto e-poll books 
in a controlled, access-limited environment. However, even e-poll book 
hardware can become an attack surface. Malware can be introduced by 
plugging a device containing RAM memory into a USB port. This doesn’t 
necessarily have to be a malicious act—it could be the result of an absent-
minded poll worker plugging a cellular phone into a USB port to charge it.

Social Attack Surfaces
Public perception: Dampening voter confidence in the integrity of an 
upcoming election could influence the results of that election. The 2016 
VRDB hack, wherein an attacker gained admin access to a voter database 
in Illinois, went undetected for weeks until it made itself unmissable. 
This attacker had the opportunity to change voter data  although in 
this case they did not do so. This indicates that violating the security of 
voter systems should be considered a realistic goal unto itself for some 
attackers and prevented independently of the integrity of the data.

Bulk disenfranchisement: Lowering the chances that a particular subset 
of eligible voters will vote in a given election is a threat to democracy, 
particularly if it goes undetected. Residential addresses and voting 
patterns are highly segregated, and demographic and historical voting 
information is publically available, so swinging an election with a focused 
attack is a real possibility. Slightly modifying or corrupting registration 
data can be just as effective as deleting registrations altogether and 
is less likely to be noticed. For example, minor discrepancies such as 
misspellings or address differences could be introduced with the intention 
of causing each affected voter to be given a provisional ballot. Statistical 

SECURING VOTER DATA SYSTEMS: VOTER DATA VULNERABILITIES
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analyses have shown that provisional ballots have a higher incidence 
of being rejected on technicalities, getting lost, or proving otherwise 
ineffective. In addition, provisional ballots are disregarded if the victory 
margin is wide enough, so a minor, targeted spike in provisional voting 
could swing a close election in ways that would not necessarily raise 
suspicions.

PII theft: Voter lists and their 
data (including voter files that 
campaigns use) can be valuable 
collections of PII data. This data 
includes the names and addresses 
of registered voters and some may 
include full or partial social security 
numbers in unencrypted form.

User Experience: Ballots, voting 
machines, and even poll books 
do not use one uniform or 
standardized user interface. To 
add to the confusion, elections 
happen infrequently, so even if a 
jurisdiction has used a given ballot layout historically, voters may still lack 
enough experience with it to use it effectively. There have been cases 
of undervotes and overvotes in elections as a result of confusing ballot 
design. Florida 2018 is the most recent case—in the same Florida county 
that was pivotal in the 2000 electoral crisis that was caused by another 
ballot-design problem. The Election Assistance Commission has been 
promoting guidelines produced by the Center for Civic Design, but these 
are non-binding and some enforcement or oversight might be necessary 
to prevent similar mistakes going forward.

Political microtargeting and GPS data: There is technology 
which links political advertisements to “geofences” (precise 
geographical areas defined by GPS coordinates). Political 
campaigns have begun to deploy this technology to 
deliver micro-targeted geofenced political advertisements. 
Documented cases exist of political ads being delivered to 
the smartphones of people in line to vote. As most states 
have laws against physical or audio advertising within a given 
radius of polling places, there is a growing consensus that the 
law is lagging behind the technology. If political advertising is 
not prohibited from targeting voters at polling places, these 
channels could be a potential attack vector. Given that GPS 
data associated with cellular phone numbers or IMEI-card 
numbers can easily be bought and sold on the black market, 
this has privacy and PII implications.

SECURING VOTER DATA SYSTEMS: VOTER DATA VULNERABILITIES



There are no fast, cheap, or easy solutions to these vulnerabilities. And 
even if we were to address all the identified problems, new ones would 
emerge. We need to consider a different approach — one that seeks to 
build resilient systems that maintain their integrity under a wide range of 
attacks. 

Resilience is flexibility — it’s the ability 
to return to a stable state after a shock 
or challenge and to behave like a living, 
evolving organism with resources held 
in reserve. Our election systems are 
under attack, and they have limited 
resources to defend themselves on 
an individual basis. In this section, 
we suggest five areas to increase the 
resilience of our election systems. Utilize Database 

Security 
Best Practices2

Increase 
Training4 Encourage 

Interdependence 
with Shared
Infrastructure

5

Increase Election 
Usability3

Increase 
Election
Confidence1

An Agenda for Resilience
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As we’ve discussed, there are 56 jurisdictions that hold elections in 
the United States, and its territories (American Samoa, Guam, Northern 
Mariana Islands, Puerto Rico, U.S. Virgin Islands). As we’ve mentioned 
elsewhere, there isn’t consistency across these jurisdictions. Certain 
states were mentioned in our research as clear examples of best 
practices; others as examples of concerning behavior. While we don’t 
want to add to the negative attention paid to these states, we should learn 
from those missteps and support efforts to improve their election security. 
We share some highlights in the table below.

U.S. State Pace of 
Progress

What is Good or a Cause for Concern

California Los Angeles County alone is larger than 47 of the statewide voting systems, 
and unlike most smaller jurisdictions it has the resources to develop best 
practices. We can learn from their experience and investments. Both San 
Francisco and Los Angeles have funded and piloted open-source voting 
machinery and adopted their data systems accordingly.

Colorado Colorado was repeatedly mentioned as having the most high-tech, 
well-funded, and election-focused secretary of state.

Delaware Delaware created a separate statewide data office to securely manage all 
personal data used by other state agencies (see sidebar on page 16).

Georgia Due to the events of 2018, Georgia was mentioned as a state that needs to 
address their security issues, both technical and social.

Illinois Illinois was the victim of a notorious database attack; however, it learned 
from the experience and recovered. This is an example of large-scale staff  
re-education at its finest.

Maryland Maryland was an early adopter of early voting, which has allowed officials 
to catch voting-system bugs and data problems early enough to patch them 
before Election day.

New Hampshire New Hampshire was mentioned as a state that has historically delayed 
adoption of information technology, and where the idea has been floated of 
returning to paper ballots altogether.

Washington State Washington state long ago adopted no-excuse absentee ballots and has, 
over time, seen them used at such a high rate as to increase total turnouts 
and reduce election administration costs.

Wisconson Wisconsin was cited an example of an exceptionally high number of small 
jurisdictions running in a highly decentralized and bottom-up structure run 
by temporary or volunteer election personnel, some using their personal 
email addresses with a lack of centralized training or culture of data integrity. 
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Increase Election Confidence
Auditing: In order to maximize voter confidence, detect any interference, 
and be able to do a timely recount in case of any interference, voting-
machine vendors need to deliver effective, redundant paper trails that 
allow full auditing and statistically complex Risk Limiting Audits (RLAs). The 
design of voter machines themselves was out of scope for this project, 
but since the paper receipts and data byproducts of voting machines are 
increasingly central to confirming election results quickly and detecting 
irregularities elsewhere in the system, ensuring full compliance with RLA 
standards on the part of voting-machine vendors should be seen as a 
data-integrity priority.

Education: Election professionals are experts in how election systems work. 
They often start from a point of making the system usable for their voters 
and only then consider security measures. Security professionals start from 
a position of security and often don’t understand the nuances of election 
systems. Politicians need to be educated to understand the need for election 
auditing, robust security, and data protections. Embracing RLAs and election 
auditing increases confidence in the election and acceptance of the outcome. 
Education increases the likelihood of elected officials allocating funding 
to solve the security issues. The general public would also benefit from 
education about current government policies on open and public data, so 
that sensational news stories will be less likely to add to public mistrust of the 
electoral system or of government generally. This could also be an opportunity 
to educate voters on how they can confirm their registration. RLAs and 
election transparency help voters trust the results of their elections.

Best Practices: Each jurisdiction does not have to reinvent the wheel. We 
should encourage an attitude of sharing and learning from each other. Best 
practices should be codified so that states can increase their security as 
quickly as possible. Two suggestions to increase public confidence follow:

•	 Top level domains: According to a report released by security contractor 
McAfee in October of 2016, there were OVR sites operating in 20 
states hosted on non-”.gov” domains. This makes “false site” phishing 
easier and more effective. Migrating OVR sites to domain names ending 
in “.gov” and using a consistent namespace to bring government 
services under government-controlled, top-level domain contributes to 
good information hygiene, increases public trust, and makes phishing 
operations less effective. 

1 
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• Registration confirmation postcards: Not all OVR systems send 
confirmation communication (postcards or emails) when registering 
a change to a voter’s registration. This failsafe not only reduces the 
effectiveness of OVR manipulation attacks, but may increase public 
confidence in their government following PII best practices.

Utilize Database Security Best Practices
Admin Security: A simple “low-hanging fruit” solution would be to 
increase the security of administration access management. Universal 
information security best practices include knowing your admin list, 
limiting the number of users, and using good password and multi-factor 
authentication (MFA) wherever feasible. Similarly, conducting a yearly 
audit of authorized users and removing accounts that no longer need 
access should already be common practice anywhere personal data is 
handled. Education and training would go a long way to decreasing this 
attack vector.

Database Design Principles: Using standard data methods, open 
standards, and industry-standard systems testing protocols helps  
identify vulnerabilities and issue upgrades.

•	 Standard data method: Use a standard data model for all collected 
data to minimize manual entry, and thus, minor errors. A standard data 
method also facilitates the links between election and other state 
databases. Hashing and encrypting data when stored at rest and 
implementing thorough auditing to allow for end-to-end encryption is 
advised. ERIC requires all member states to adopt these standards for 
the parts of the voting system they interact with. 

•	 Secure the hardware: Secure the computers, routers, and data centers 
where election data resides. Ensure the data is accessed infrequently 
and only by a short whitelist of other servers. One interviewee shared 
the story of an election service provider and data center being bought 
by a Russian oligarch. Even though DHS publicly stated that an 
investigation yielded no evidence of tampering or malfeasance, the 
cost to public perception was significant, and such compromises to the 
supply-chain management of critical election-system infrastructures 
should be avoided if at all feasible.

2 
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Database Security: In addition to using the database design principles 
of a standard data structure for data entry and storage and end-to-end 
encryption, it is also crucial to ensure modern transactional database 
design such that all transactions and a complete change history is 
retained, not merely the end-state of the change. This is important in 
the event of a breach because the database can be rolled back to a 
previous state. An interviewee shared a situation in Maryland where a 
glitch affecting 19k voter-registration records was discovered during early 
voting. Because this was discovered during early voting, they were able 
to roll back the database and resolve the problem. This also shows the 
importance of having a disaster-recovery plan and using it.

•	 Security information and event management (SIEM): There is limited 
data on the number and kind of attacks effectively carried out to date 
on our election systems. Defense teams never have enough money, 
time, or resources to secure all attack vectors, but SIEM programs 
monitoring election systems could shed light on the kinds of attacks 
attempted. This data, paired with cooperative penetration testing and 
cost analysis, would show clear areas of investment to improve the 
security of election systems. 

•	 Machine learning: Machine learning (ML) can help us understand real 
vs. spoofed behaviors. A SIEM with ML could be on the lookout for 
“red flag” activities and alert admins for further analysis. These red 
flags could include high numbers of requests for mail-in ballots, high 
percentages of people changing their political party pre-election, or 
other unusual activities when conducted at scale.

•	 Model risks: Modelling can help us understand what really needs to be 
secure, and spend resources in those areas.
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Increase Election Usability
Standardize the election user experience: Voters do not have many 
opportunities to interact with voting materials prior to an election. Thus, they 
may make mistakes due to their lack of familiarity with the ballot or voting 
machine. There may be benefits to simulating election activities prior to election 
day, such as testing the election systems as well as user-testing ballots.

Increase Training
A culture of security: Shift the attitude to security from one of fear about 
not knowing the vulnerabilities to one of supported curiosity wherein 
professionals find and fix problems. Increase the use of table-top 
exercises for general security awareness. Use open-source technology 
and be transparent about vendor software and hardware certification. 
Allocate resources to test systems for security (without the pressure of 
public scrutiny), and allocate resources to fix the vulnerabilities found.

IT election experts: What does a specialized election security expert 
look like? They need to have the right mindset, the right passion and 
commitment to do this work day in and day out. Those trained in election 
security IT resources set up, test, and secure the databases. Voting 
system administrators must have the resources to hire, train, and keep 
these critical new roles. 

Increase security requirements for anyone using election data. 
Campaigns use extensive, personally-identifiable historical voter data in 
the form of voter files for election-outreach activities with limited oversight. 
Once a campaign closes, it’s unclear what happens to that voter data.

4 
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The difficulty is that you have security people who 
don’t understand elections. They care about security 
first. Then, you have election officials and the 
general public, who often care more about ensuring 
that everybody can participate as easily as possible 
These differing priorities can lead to conflicts.
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Encourage Interdependence with 
Shared Infrastructure
Data sharing: Elections are interdependent despite independently run by 
the jurisdictions. Voter data is shared between many different systems—
from the motor vehicle registration system to systems for checking against 
other state and local registries, like the master death list or criminal-record 
ineligibility lists used in ERIC and OSET (Open Source Election Technology 
Foundation) comparisons.

Shared Infrastructure: Increase development and use of shared 
infrastructure, especially for voter registration and registration updates 
that occur when citizens move.

Cooperative penetration-testing: Use the power of hackers and 
penetration testers (“pen-testers”) to increase the strength of our elections 
systems, rather than allowing an adversarial relationship to develop, in 
which hackers find vulnerabilities and leak them to the media, decreasing 
public confidence. Encourage white-hat hackers to pen-test state systems 
to find vulnerabilities cooperatively with the local jurisdictions to identify 
problems, work together to fix them, increasing the resilience of the 
system and generating positive media coverage of the story of people 
working together. 

Vendors need to both cooperate and compete: A competitive 
marketplace of solutions increases resilience by diversifying the attack 
surfaces (e.g. competitive alternatives to MS Windows and Amazon 
Cloud); however, the vendors must cooperate to allow apples-to-
apples technology comparisons in security and to establish robust and 
interoperable auditing functionality. Private sector motivation may be in 
conflict with election officials’ goals of providing secure, usable election 
systems for all citizens.

Many states have skimped on designing security into their pollbooking 
systems and methods, and since many voting machine vendors also sell 
VRDB and e-poll book hardware and software solutions, states may not think 
to question their vendors’ security claims. Thoroughly securing our election 
system requires working with the vendors to make sure certain standards 
and best practices are maintained across all their poll book solutions.

5 
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Key Organizations

These organizations are dedicated to secure 
and open elections and work to improve election 
security.

The Belfer Center (Harvard, https://www.belfercenter.org/ ) 
& Brennan Center (NYU, https://www.brennancenter.org/ ) 
have each published administrator playbooks that are central 
to industry education for elections administrators and state 
governments, with an eye to meeting DHS directives and 
strategically investing the re-allocated HAVA grant moneys and 
other federal assistance.

Center for Democracy and Technology (CDT)
https://cdt.org

The Center for Democracy and Technology was, until recently, 
largely a technological policy think tank specializing in the 
laws and practices around democratic institutions and values, 
including privacy and design issues. One of their current 
projects is shepherding a future nonprofit, VotingWorks, through 
the licensing and certification process to start selling open-
source voting machines that could compete with the major 
vendors on a national level.

Center for Elections and Research (CEIR) 
https://electioninnovation.org/

The Center for Elections Innovation and Research, founded 
in 2016 by then Director of the Elections Commission at Pew 
Charitable Trust David Becker, works to further research and 
adoption of new technologies and policies in the administration 
of elections. It coordinates with ERIC and other Pew-linked 
groups. Its report on VRDBs was based on a survey of the ERIC 
States.
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Democracy Works
https://www.democracy.works/

Democracy Works is an education-based nonprofit that 
coordinates public service and education campaigns about 
voting, and information-sharing, education, and other assistance 
for elections administrators. The Voter Information Project is its 
biggest public-facing educational project, which was inherited 
from Pew.

Department of Homeland Security
The Department of Homeland Security’s efforts to coordinate 
between States are concentrated on the information-sharing 
structure of the election-focused “Sector Coordinating Council,” 
SCC (formerly “Government Coordinating Council”). New boards 
were announced in July 2016, including representatives of 
Votem and the major election hardware/solutions vendors.

Election Data and Science Lab (EDSL)
https://electionlab.mit.edu/

The Election Data and Science Lab established January 2017 at 
MIT, inherited their structure and expertise from a previous lab 
founded in 2001 at California Polytechnical University (Caltech). 
EDSL’s function is cooperating between specialist researchers 
doing data-based work on elections, and to facilitate research 
on fixing elections, improving accuracy, and auditing best-
practices.

Election Assistance Commission (EAC)
https://www.eac.gov/

Created by the Help America Vote Act of 2002, this federal 
agency oversees and coordinates between state election 
administrations, promoting best practices and advising state 
modernization efforts, within and beyond HAVA mandates. It is 
governed by six appointed commissioners, no more than three 
of which can represent a given political party, and a quorum 
of four commissioners are needed to make any substantial 
changes to policies or processes. On Feb 6, 2019, a fourth 
commissioner was appointed, making formal quorum possible 
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for the first time in over a decade. Given this and other political 
challenges, they have largely limited their work to the most 
urgent of HAVA goals and facilitating voting machine research 
and acquisitions.

Electronic Registration Information Center (ERIC) 
https://ericstates.org/

ERIC was launched in 2012 and initially operated under the Pew 
Charitable Trust before being incorporated as a dues-supported 
independent nonprofit in 2016. 

ERIC’s encryption schemata for hashing the data transmission 
and their “resolution” software used to verify data against 
human error and data-formatting standards issues is based on 
IBM codebases created by Jeff Jonas. Jonas continues to refine 
these components with ERIC through his company, Senzing, 
an AI firm specialized in “identity resolution” and cleaning 
heterogeneous datasets.

Federal Election Commission (FEC)
https://www.fec.gov/

Created by the Federal Election Campaign Act of 1971, this fed-
eral agency oversees campaign financing and interstate legal 
issues having to do with telecommunications and political adver-
tising. It is governed by six appointed commissioners, no more 
than three of whom can represent a given political party, and a 
quorum of four commissioners is needed to make any substan-
tial changes to policies or processes. 

Organization for Security & Cooperation (OSCE-ODIHR)
https://www.osce.org/odihr

The Organization for Security & Cooperation in Europe’s Office 
for Democratic Institutions and Human Rights (OSCE-ODIHR) 
has overseen elections all around the world since 1973 and 
published best-practice documentation and election guidelines 
and standards that are the basis for modernizing democratic 
elections worldwide.
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Open Source Election Technology Foundation (OSET)
https://www.osetfoundation.org/ 

The Open Source Election Technology Foundation or OSET is a 
small, young nonprofit that builds security and data protection 
into custom, highly specific built-to-task open-source OS and 
hardware systems resistant to malware and horizontal attacks. 
They have established standards and architectures for building 
data ecosystem components outside of voting machines, 
which would be compatible with the some open-source voting 
machine projects piloted in Los Angeles, San Francisco, and at 
the CDT in Washington, D.C. 

Pew Charitable 
Trust https://www.pewtrusts.org/en

The Pew Charitable Trust has incubated several key nonprofits 
and long-term projects (ERIC, CEIR, EDSL, and the Voter 
Information Project at Democracy Works). Today these have 
legal and operational autonomy.
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Conclusion

Voting is every U.S. citizen’s right. Elections have high 
stakes, and there’s no second chance if something goes 
wrong. There are 56 different voting systems, and they 
need to interact with each other in different ways, even 
while they solve their individual problems. We identified 
three areas of impact.

•	 Communication: Bridging the Gap between Election and Security 
Professionals. Election officials and security professionals approach 
the problem from different perspectives and often talk past each other. 
One of the biggest problems cited by interviewees was that security 
professionals didn’t understand the complexities of the election system, 
and the election staff didn’t understand the security concerns. Election 
staff and security professionals must stop talking past each other and 
learn to work together. 

•	 Best Practices: A Survival Guide for Administrators of Low-Population 
Jurisdictions. Low-population jurisdictions are resource-constrained, 
but may have similar election requirements. We 
envision a survival manual describing security 
best practices and to-do lists prioritized according 
to availability of resources. It could include a 
customizable RFP for election security technology 
and vendor ratings. The goal is to educate the 
jurisdictions to enable the best security available 
with the existing resources.

•	 Red Team: Increased public scrutiny of election 
system vulnerabilities may disincentivise election-
system security testing. Subjects expressed that it’s almost safer to 
not know a system’s vulnerabilities than to know the vulnerabilities 
and not have enough resources to fix them. We propose a safe way 
of testing the security of election systems and allocating resources to 
solve found problems. This could be a report of typical attack surfaces 
and vectors, resources for pen-testing, and foreign state actor scenario 
development.

This research supports decision making:

•	 To define and shape R&D priorities.

•	 To provide external validation for R&D 
priorities and investments.

•	 To understand private sector digital  
identity technology development in the 
context of national security. 
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It will take money and education to strengthen our voting 
infrastructure. Forward-thinking states have already embraced 
technology and upgraded their systems. Some of the changes 
are implementing security best practices in local jurisdictions, 
but this requires investment in terms of training and dedicating 
staff. Government’s role is to build out this secure technology 
and ensure the security of citizens’ data. 

Information is this report is based on research funded by the U.S. Department of Homeland Security Science and Technology Directorate (DHS S&T) under 
contract 70RSAT18CB0000028. Any opinions contained herein are those of the performer and do not necessarily reflect those of DHS S&T.
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Election Tools Repository 
https://electiontools.org/ 
For: Election Administrators	

Guidelines and user-friendly best-practice documents, as well as calculators, 
timers, and other handy info, including social media, and tabulation tools for 
polling place administrations, including website templates and infographic 
generators & guides.	

Usability.gov user experience guidelines  
https://www.usability.gov/how-to-and-tools/index.html 
For: HHS, GSA, Government UX Designers

A set of written guidelines and other resources (including free training for any 
federal employees) for standardizing and improving govt interfaces and UX.

Online course catalog for CTCL 
https://www.techandciviclife.org/courses 
For: Election Administrators					   

Course offerings include: Social Media for Voter Engagement, Building a New 
Election Website, Improving Your Election Website, Accessible Communication for 
Election Offices, Collecting, Analyzing, and Visualizing Election Data, Messages 
to Motivate Voters, Poll Worker Management Best Practices, Cybersecurity for 
Election Officials (3-course series).

The State and Local Election Cybersecurity Playbook 
https://www.belfercenter.org/publication/state-and-local-election-cybersecurity-
playbook

For: Election Administrators

A step-by-step guide on how to prioritize training and security policies reform.

NIST overview of security priorities systemwide 
https://www.eac.gov/file.
aspx?&A=8k8%2bMPhbU6DrkNAa62Y0p8aW0xRPg9RX2XDiQumcqL0%3d 
For: Election Administrators

Very succinct powerpoint from Colorado conference on security issues through-
out the system, unified game plan for addressing, focusing “first” on documented 
2016 issues (i..e VRDB issues and access controls).
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OSET VR reference architecture 
http://www.osetfoundation.org/research/2017/9/11/critical-democracy-

infrastructure-yss33

For: IT Designers, Contractors + Government Partners		

Best practices for designing and securing complex VR systems (including OVR, 
backups, securing pollbook transits).

Federal Role in U.S. Campaigns and Elections: An Overview  
https://fas.org/sgp/crs/misc/R45302.pdf 
For: Congress	

Wonky but thorough and authoritative breakdown of federal oversight, 
jurisdiction, and statutes presented to Congress in September 2018.

Election Security | Cybersecurity: What Legislators (and Others) Need to Know  
http://www.ncsl.org/research/elections-and-campaigns/election-security.aspx 
For: Congress & State Legislators		

Thorough explainer of all basic concepts.

VRDB Security Report 
https://electioninnovation.org/wp-content/uploads/2018/09/2018-VRDB-Security-
Report.pdf	

For: Congress & State Legislators					   

A thorough overview of security procedures, monitoring, and programming 
across the 26 ERIC members.

Election Security in All 50 States: Defending America’s Elections 
https://www.americanprogress.org/issues/democracy/reports/2018/02/12/446336/
election-security-50-states/

For: Congress & State Legislators

Very thorough survey (with some gaps in the self-reported data) on security 
practices in all 50 states, executed over 2017 and resulting in an A-F letter grade 
for each state with policy recommendations overall.
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Commercial Voter Files and the Study of US Politics 
http://www.pewresearch.org/methods/2018/02/15/commercial-voter-files-and-the-
study-of-u-s-politics/

For: Press, Researchers, Government

A thorough primer on how voter files circulate and how accurate they are for 

modeling/polling purposes.	

The Crisis of Election Security 
https://www.nytimes.com/2018/09/26/magazine/election-security-crisis 
-midterms.html	

For: General Public

A widely circulated, somewhat alarmist, yet relatively objective deep-dive into 
how legal maneuvers by voting machine vendors and political gridlock are 
slowing down efforts to compel interoperability and transparency in voting 
systems. The piece may have a negative impact on public trust, but the pressure 
on voting machine vendors may be appropriate.

Cash-strapped states brace for Russian hacking fight 
https://www.politico.com/story/2017/09/03/election-hackers-russia-cyberat-
tack-voting-242266#chart

For: General Public

A somewhat sensational account of political friction over HAVA funding  
re-appropriation and the lack of state funds to match it—offers many useful  
state-by-state funding level breakdowns.	

On the need for “Technical Volunteers” in election day 
https://cdt.org/blog/the-midterm-election-showed-the-critical-need-for-technical-
volunteers-in-2020/

For: Election Nerds

The danger is that some of these incidents may be interpreted by the public 
as the malicious acts of foreign adversaries. One solution is tapping into civic-
minded community members with technical skills or an IT support (infosec) 
background to combine their knowledge and talents as technical volunteers. 
Election officials already manage a small army of dedicated volunteers that must 
be identified, vetted, trained, and managed to perform Election Day activities.

	

SECURING VOTER DATA SYSTEMS: APPENDIX: SELECT BIBLIOGRAPHY

http://www.pewresearch.org/methods/2018/02/15/commercial-voter-files-and-the-study-of-u-s-politics/
http://www.pewresearch.org/methods/2018/02/15/commercial-voter-files-and-the-study-of-u-s-politics/
https://www.nytimes.com/2018/09/26/magazine/election-security-crisis-midterms.html
https://www.nytimes.com/2018/09/26/magazine/election-security-crisis-midterms.html
https://www.politico.com/story/2017/09/03/election-hackers-russia-cyberattack-voting-242266#chart
https://www.politico.com/story/2017/09/03/election-hackers-russia-cyberattack-voting-242266#chart

