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Vendors build products …
But ecosystems need building blocks …

… to make hard things easy
… to ensure they are vibrant and interoperable

… to build-in and not bolt-on privacy and security

We seek to enable both products & building blocks!

---------------------------------------------------------------------------
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• DHS Operational Components need to issue, 
validate and verify entitlements, attestations and 
certificates

• Citizenship and Immigration Status
• Employment Eligibility
• Essential Work and Task Licenses 
• Organizational Identity & Supply Chain Security

• DHS Operational Components may be both Issuers 
of Credentials and Validators and Verifiers of 
Credentials

• Current issuance processes are paper based, non-
interoperable and susceptible to loss, destruction, 
forgery, and counterfeiting

Our 2018 Solicitation …
… “Preventing Forgery & Counterfeiting of Certificates and Licenses”

• Open Global Solicitation in 2018
• 200+ applications
• Highly competitive selection 

process
• 7 Selected Companies
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(Now in 2023) Privacy Preserving 
Digital Credential Wallets & Verifiers

• The W3C VC Data Model Standard identifies an abstract component called  a “Verifiable Data Registry” which in our 
implementation we refer to as a “Metadata (or Public Key) Resolver” 

• We support a Bring-Your-Own-W3C-DID-in-Digital-Wallet for personal credential implementations



5

TTA 1 – Digital Wallet
SHALL incorporate one or more OSL(s)

TTA 2 – Mobile Verifier
SHALL incorporate one or more OSL(s)

---------------------------------------------------------------------------
Open-Source Libraries (OSLs)

---------------------------------------------------------------------------

• OSL (A) – Cryptographic Tools SDK

• OSL (B) – Sealed Storage SDK

• OSL (C) – Metadata Management SDK

• OSL (D) – Confidentiality and Integrity 
Protected Computing SDK

Privacy Preserving 
Digital Credential Wallets & Verifiers

• Open Global Solicitation
• Application Information @ sam.gov
• Application Deadline is 

15 September 2023 12:00 PM PT

https://sam.gov/opp/33b3b247777c4912b08c23ba97dc8af4/view
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• Expands DHS’s reach to find new technologies that strengthen national 
security with the goal of reshaping how government, entrepreneurs and 
industry work together to find cutting-edge solutions 

Silicon Valley Innovation Program

Cultivate
Educate the innovation 
community on DHS’s mission 
and challenges.

Innovate
Leverage commercial 
investments & adapt to meet 
government needs.

• Lowers the barrier to entry for startups globally to work with DHS
• Positioned to address emerging needs rapidly

EST. 2015
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Application Summary

Topic Call
DHS operational agency 

describes need

Application
Startup submits 10 page

application laying out how their 
commercial product can be 
adapted to meet DHS need 

Pitch
Select startups invited to 
provide 15 minute virtual 
pitch; Courtesy decision 
provided within 48 hours

Award
Other Transaction 
Agreement (OTA) 

awarded on average 
within 45 days
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Program Summary

Phase 5
Additional use cases
(if requested by DHS)

Up to $2M over 24 months  •   3 - 4 tranches of non-dilutive funding ($50-500K/3-6 months)

Phase 2
Demo prototype

Phase 3
Functional and 

Red Team testing

Phase 4
Test in various

operational environments

Phase 1
Demo proof of concept
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• DHS/SVIP Red Team testing (in Phase 3) will include an in-
depth, independent code review of the Open-Source SDKs; 
DHS will broadly socialize and seek feedback on the results 
of the code reviews. 

• The operational testing and demonstrations (in Phase 4) 
may include interoperability testing and plug-fests with 
International Government Partners e.g., Government of 
Canada, the EU/EC and others, who are developing and 
deploying similar capabilities in order to ensure global 
interoperability across jurisdictions.

FYI



CONNECT WITH SVIP

dhsscitech

dhs.gov/science-and-technology/svip

DHS-Silicon-Valley@hq.dhs.gov 
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